Forgot Password/Forgot ID

iPass Database Administrators will need to set some parameters for this feature to activate a users ID upon request, set the number of tries and the amount of time a user has to utilize the feature, and enable the Forgot ID and/or Forgot Password feature for their district. 

Go to: <System Configuration><Parameter Maintenance>. In the Application window, select Team. In the Parameter Group window, select Security. 
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Next to Activate User on Password Change, enter Yes if you wish to automatically activate an inactive user account. Enter No if you do not.
Next to Activate User on UserID change, enter Yes if you wish to automatically activate an inactive user account. Enter No if you do not.
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These settings will automatically make the user active if they have been inactivated due to too many tries to log in with incorrect UserID or Password.

Scroll down further on the screen and go to

Set Email Password duration in number of seconds.
Set Email Password Number of tries that a user has to use this feature. Set this to a low number to avoid intentional hacking attempts.
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Enable Forgot ID by entering Yes. This will place the Forgot ID link on your login screen. 
Enter No if you do not want to place the link on the login screen.
Enable Forgot Password by entering Yes. This will place the Forgot Password link on your login screen. 
Enter No if you do not want to place the link on the login screen.
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When users cannot remember their passwords, they will go to the iPass login screen and click on Forgot Password
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When the next screen appears, enter the UserID OR the Email Address, not both. 
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iPass will search the database for a match. If a match is found, a new screen will appear with this message
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If there is no match in the database, the user will see this message:
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When a match is found in iPass, the content of the email that is sent to the user is seen below:
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The user will then click on the Change iPass Password link in the email.
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The link will load a browser window where the user will enter their new password twice.
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The user will receive a message in a new browser window indicating that their password has been successfully changed, and will return them to the main iPass login screen where they will enter their UserID and new password to log in.
If the user waits too long to check their email for the Forgot Password link, when they click on the link, it will give them a timed out message as seen below:

Forgot UserID
When a user forgets their iPass UserID, they will go to the main login screen and click on Forgot ID

When the next screen appears, the user will enter the Email Address that is on record in the iPass database. 
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A message will be sent to the email address entered if a match is found in the iPass database. The content of the email will contain a randomly generated UserID. The user may then log into the iPass database with their new UserID.
If no match is found for the email address entered, the user will see this message:


